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ABSTRACT

Purpose: The purpose of the study is to investigate the behavioral aspects of WhatsApp Web QR code
and its impact on privacy of users. Background: WhatsApp is the fastest growing private online chat
network for encrypted messaging. The role of QR code encryption in WhatsApp Web interface provide
users with the ability to secure communication. It remains uncertain if the same trends occur in the
encryption protocol. To strengthen user’s security and privacy, the cryptographic algorithm has been
modified to protect from the attackers. Methodology: The research was performed over a span of
fourmonths (July-October2020) on experimentalbasisin India. Allthe observationsand measurements
were carried out using Mozilla Firefox web browser and the open source screen recording tool i.e.
CamStudio. QR code decoding was performed in the ZXing decoder environment. Findings: This
research examined the auto-change scale factor of the QR code in WhatsApp Web (A browser-based
application of WhatsApp). The findings revealed that the QR code auto-change factor is 20 seconds
while the QR code reload factor is 120 seconds. Evaluations showed that six consecutive QR code
variations take place over each QR code reload period. Upon decoding the QR code of each set of QR
code reload period, we observed that the parsed result of all QR codes were different. Each set of QR
code reload period has six unique QR codes; even that doesn’t match the QR codes of the subsequent
sets. Randomly changing QR codes are due to cryptographic algorithm that provides users for secure
authentication and end-to-end-encryption.
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1. INTRODUCTION

Security is the most vital factor in the cyber world. Day-by-day with expanded connectivity via internet
technologies, the user needs more privacy throughout the wall. To accomplish these needs, users are
more focused on using convenient, stable and secure messaging applications. WhatsApp, a mobile-
based application, is consistently increasing in popularity among users across the globe due to its
security and privacy features. Nowadays, over 2 billion monthly active users (MAUs) are using the
popular WhatsApp messaging app (Clement, 2020). The increasing popularity of WhatsApp messenger
among users is due to its end-to-end encryption (E2EE) protocol (WhatsApp, 2016). All the
communication including chats (personal or group chats) and files (images, documents, videos, voice
messages) are protected with end-to-end encryption protocol. Due to this end-to-end encryption, no
third parties even WhatsApp can’t read the messages of users; however the messages can only
decrypted by the recipient user.
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WhatsApp provides two flavors to users i.e. WhatsApp Web and WhatsApp Desktop to use on
the computer. WhatsApp Web is a browser-based application of WhatsApp. It is the computer-based
extensions of WhatsApp account on the user’s phone. Moreover, WhatsApp Web provides a platform
to the WhatsApp users to use the app through browsers. To avail this browser-based feature, the
user must connect to WhatsApp Web through WhatsApp application by scanning the Quick Response
(QR) code. The messages that user send or receive are synced between the user’'s phone and the
computer. The user can see the sent or received messages on both devices — user’s phone as well as
on computer.

Increased popularity of over-the-top (OTT) messaging over the past decade, WhatsApp is one of
the effective cross-platform mobile instant messaging (MIM) application on the market (Tawiah et
al., 2014). WhatsApp is the most popular messaging application (Sutikno et al., 2016) that Facebook
acquired in 2014. For messaging, WhatsApp requires internet connectivity on both parties (sender
and receiver) devices and the software must be installed on their mobiles. The social media platform
especially WhatsApp messenger has become a dominant influence in today’s digital era (Tawiah et
al., 2014). WhatsApp may contribute to significant changes in the lives of users, but may at the same
time trigger severe social and personal issues, including the addiction towards the app (Chahal et
al., 2015). Tough messaging apps have been around for a number of years, the evolution of secure
messaging apps has been increasing; emphasizing on protecting the privacy of users and meeting
their needs (Corpuz, 2020; Das, 2020). Recent studies have shown that users are becoming more
concerned about protecting privacy on their smartphones and opposed applications (Apps) that
collected their contacts (Balebako et al., 2013).

Some authorities and governments are hacking mobile devices to gain unauthorized access for
surveillance purposes and for other unknown reasons (Curran, 2018). As reported in India Today
(Ganjoo, 2019), “Indian government has asked WhatsApp to digitally fingerprint all its messages.
Digitally fingerprinting messages would enable traceability of messages on WhatsApp. India
government wants WhatsApp to trace origin of message without seeing its contents.” India’s plan to
mandate the monitoring, interception and tracing of messages on WhatsApp breaches the privacy of
users. Fortunately, WhatsApp refused government of India’s demand to trace the origin of message.
The signal protocol developed by Open Whisper System provides end-to-end encryption for instant
messaging (Marlinspike, 2014). In 2016, WhatsApp utilized signal protocol to strengthen the security
and privacy of users.

As per version 1.0 Secure Messaging Scorecard released by the Electronic Frontier Foundation
(EFF), WhatsApp got 6 point out of 7 (EFF, 2014). The seven criteria from which EFF released the score
card are as follows:

e C(riteria — 1: Encrypted in transit?

e C(riteria — 2: Encrypted so the provider cannot read it?

e C(riteria — 3: Can you verify contact’s identities?

e (riteria — 4: Are past communications secure if your keys are stolen?
e (riteria — 5: Is the code open to independent review?

e Criteria — 6: Is security design properly documented?

e C(riteria — 7: Has there been any recent code audit?

Based on these seven aspects WhatsApp fails the criteria of open independent review of source
codes. Until now WhatsApp does not release all the source codes but some of them are openly
available in GitHub page of WhatsApp.

Table 1. EFF’s Version 1.0, secure messaging scorecard illustrations of WhatsApp (Source:
EFF, 2014)

Secure Messaging Scorecard of WhatsApp

Criteria—1  Criteria—2  Criteria—3  Criteria—4  Criteria—5  Criteria— 6  Criteria—7
4| 4| 4] %} X 4| |

Billions of people downloaded WhatsApp from Google Play Store on Android devices. The
current download statistics (dated 18 October, 2020) showed that this App has been downloaded
5,000,000,000+ times. Apart from this, WhatsApp needs certain permissions from users to operate
like contacts, camera, location, call logs, phone, SMS, storage etc. These permissions can be abused,
it is questionable! Apart from personal instant messaging, WhatsApp lunched WhatsApp Business
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API for solutions of small, medium and large-scale businesses to provide communication with
customers globally. This research examined the security scheme, cryptographic architectural aspects
of WhatsApp Web.

2. MATERIALS & METHODS

After a preliminary study was conducted to ensure that all the requisite hardware and software
components installed were operating efficiently; the experiment was conducted over a span of four
months (July — October 2020). The research focused on auto-changing frequency measurement of the
WhatsApp Web QR code. The experimental ecosystem is an HP 241 G1 Notebook that operates a 64-bit
Windows 10 operating system with Mozilla Firefox browser v78.0.1 (64-bit) installed. CamStudio
software v2.7 is used for precise measurement of time elapsed. The ZXing open source decoder is
used to decode the QR code. The Android smartphone ASUS Zenfone Max M1 (ASUS_XooPD) that is
installed with Android operating system v8.0 and an active WhatsApp account (running WhatsApp
messenger v2.20.193.9) is used for checking login session. The WhatsApp Web is accessed through
the Firefox browser with active internet connectivity.

The WhatsApp Web interface has QR code with encoded information that helps users to enter the
web-based features by scanning the code via WhatsApp on their phones. The messages that users
send are end-to-end encryption with combination of asymmetric RSA and symmetric AES algorithm.
Due to this cryptographic algorithm, the privacy of users are maintained throughout the WhatsApp
medium.

> C @ © @ nitps//webwhatsapp.com -9 ¥ @D e®w =

To use WhatsApp on your computer:

1. Open WhatsApp on your phone
2.TapMenu i or Settings ® and select WhatsApp Web

3. Point your phone to this screen to capture the code

Need help to get started? & Keepme soned i

Figure 1. WhatsApp Web Interface (Source: https://web.whatsapp.com)

It was observed that the QR code in WhatsApp Web automatically changed to a new QR code after
a certain interval of time. This is because of the cryptographic encryption algorithm and to prevent the
hackers and attackers to access the user’s behavior. The reloading time of the next set of QR codes
depends on the authentication time of the user. If the user scans the WhatsApp Web QR code during
the QR code reload period, the user gets authentication and enters the WhatsApp Web login session.

©>c © @ nips/uchwhatsappeom T Uislalni=

To use WhatsApp on your computer:

1. Open WhatsApp on your phone c

2.Tap Menu i or Settings & and select WhatsApp Web CLICK TO RELOAD QR
CODE

3. Point your phone to this screen to capture the code

Need help to get started? Keep me

Figure 2. WhatsApp Web Interface showing ‘CLICK TO RELOAD QR CODE’
(Source: https://web.whatsapp.com)
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The time period between first appearance of QR code and ‘CLICK TO RELOAD QR CODE’ message
in WhatsApp Web interface is called the QR Code Reload Period (QR-CRP). The scale of time describing
QR-CRP is known as QR Code Reload Factor (QR-CRF) and is denoted by t,. The time gap between
auto-changing new QR codes within a single QR-CRP is called QR Code Auto-change Scale Period (QR-
ASP). The scale of time describing QR-ASP is known as QR Code Auto-change Scale Factor (QR-ASF)
and is denoted by T,. Fig. 3 shows the one single set of QR-CRP and its associated six QR-ASP.

QR-CRP

¥ a5
QR-6  (Click to QR
Code Reload

TR

Figure 3. Representation of QR-CRP and QR-ASP cycle

Several observations have been taken to measure the time gap. During the first few trials we
observed through naked eye. Due to observer view and parallax error the study encountered more
errors during the first few attempts. Later on, we moved to open source screen recording tools
(CamStudio) so that the measurement of the time gaps between each successive change of QR code
could be done effectively and efficiently. By using software tools, the accurate measurement of the
time gap in QR-CRP and QR-ASP was carried out.

€)> ¢ @ © @ nttpsy/webwhatsapp.com

3 Comtudio = x
Fie Region Options Tools Effects View Help
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vl 7] CamStudio
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Figure 4. Measurement of QR-CRF and QR-ASFin WhatsApp Web interface [(a) Brown region represents
the CamStudio recording environment, (b) Blue region represents the recorded area, (c) Red region
represents the time period measurement].

3. RESULTS & DISCUSSION

This section presents the results of the testing processes as per the methods mentioned above. The
results and discussion are based on the observations made in the experiment.

Thirty (30) samples of QR-CRP were evaluated and examined. It was observed that in a single
QR-CRP there were six QR-ASP. This means, six new QR codes appears in WhatsApp Web interface
automatically in a single QR-CRP. The auto-changing of QR code is due to preserving the secure
protocol to provide authentic security to the users. The QR-ASF (t,) was found to be 20 seconds,
whereas the QR-CRF (‘ER) was observed to be 120 seconds. Thus, we reached the conclusion that six
QR-ASP constitutes a single QR-CRP in WhatsApp Web.

The decoding of QR codes was done through open source ZXing decoder, which showed that none
of the QR codes have the same parsed result. The QR codes of each 30 samples set of QR-CRP had
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different parsed result. None of the single QR code matched with each other. The WhatsApp Web QR
codes were randomly generated by cryptographic algorithm to provide security to the users.

Table 2. Parsed results of QR codes of two sets of QR-CRP from WhatsApp Web using ZXing Decoder

QR-CRP -1

S.N.

QR Code

Parsed Result

QR-1

1@0kCy3mzWhsMPnFroj30AbbicQs4EhBys8I8+kXjVPV2R/6)Gl43Q2kDZ
XEkdXmVP60/wFkDt32+gprg==,dd754FG2JOWiCnkHw76RQ+tJPST880x
3aDRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

QR-2

1@iRg+hgQamhpgNMXgXoury)3nlRjgzhGht/WxgNSgoed37TBbecymaZL
WU+fHBIf486FQk2TWAIKApw==,dd754FG2)OWiCnkHwW76RQ+t)PST880x
3aDRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

QR-3

1@x/B3sMVSvTjbpBKgawfRgdoEyclAILDJ7xlu/U+XdG)sGuzmé3r74WnZ
wTmgFInHVvucLEBhsitfGw==,dd754FG2)OWiCnkHw76RQ+tJPST880x3a
DRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

QR-4

1@f2CulZ3gTB+DOWUWV548jxFh+vaiekMOlgB4HV3VnOJtdkHy1jo1EFVHt
gkohPXJo6sACHIyTcYhLQ==,dd754FG2JOWiCnkHw76RQ+tJPST880x3aD
RYjiknrko=,2/hHkHOWoDyrtClVh7omkA==

QR-5

1@n14T3)WGjLogwb2Y9s5ja0jpyTfigM/stisvZesn4iiDgGgp+XUskswU4LF
19tpP7QztyCo1KS+G4Aw==,dd754FG2)OWiCnkHw76RQ+t)PST880x3aDR
Yjiknrko=,2/hHkHOWoDyrtClVh7omkA==

QR-6

1@mMFTVAmMPa6KyKH9QcUZS6D8usOhbos4P4NGYyRphRSuCdb/z5swRJE
Wyquz/hbRz1+Ece1KoVRakhOQ==,dd754FG2)OWiCnkHw76RQ+t)PST880
x3aDRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

QR-CRP - 2

S.N.

Parsed Result

QR-1

1@6/VWNRUJMIhEwQDO6gj6x7KnC6WSTyNr/xRXzR9275tUqTvIgFxsBvs
OILMhwV3Svulw7hBJl3yeng==,dd754FG2JOWiCnkHw76RQ+t/PST880x3
aDRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

QR-2

1@0Y9BLW+XWM20Ps1hkxeBxFC80co8PYNIPiUCFsemwq/K/yjWS2Ts0H
48fmhgb28GKys7DKssKHEK+Q==,dd754FG2JOWiCnkHw76RQ+tJPST880
x3aDRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

QR-3

1@F4nRrprN9ZizVoSLUNQbFWdms+aBrA7rl2Pfib4rmZRf3ez490unMy46
bkX8xhuKapkOxfzaVYeJmQ==,dd754FG2JOWiCnkHw76RQ+t)PST880x3a
DRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==
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1@6Fk5ZZYiE1QAR8YrotqqODLx80okf2Gpvid2rOsma8)Tjyik3)fiyQhRNDg+n

QR-4 3¢47bCQkjtPg+tUCZ5A==,dd754FG2JOWiCnkHw76RQ+tJPST880x3aDRY]
iKnrko=,2/hHkHOWoDyrtClVh7omkA==
1@rpfsXauzzrArk+QjlaiggUhPdmqqgekblLTrKVmu886VcsIBsN+IDecyrtizy

QR-5 FH+G8arg6hElYfPnEA==,dd754FG2JOWiCnkHw76RQ+tJPST880x3aDRY;]
iKnrko=,2/hHkHOWoDyrtClVh7omkA==
1@Ctatst3ctuul8lV40AZXMXrngguMeVOpMsGDsja2QToTolo8S8+4f5EC

QR-6 OpBWwjCicsMdc/LD2Q2agw==,dd754FG2JOWiCnkHwW76RQ+t/PST880x
3aDRYjiKnrko=,2/hHkHOWoDyrtClVh7omkA==

4. CONCLUSION

WhatsApp uses end-to-end encryption protocol to strengthen the security among the users. In this
paper, we studied the QR-CRP and QR-ASP for better understanding of auto-changing QR code feature
of WhatsApp Web. The percentage of matching of QR codes in subsequent QR-CRP cycle is less than
zero because it was observed in the study that in 30 samples none of them matched and were
randomly changing due to cryptographic encoding algorithm. The auto-changing QR codes in
WhatsApp Web prevents users from unauthorized access from attackers. Due to this, the WhatsApp
Web provides a trustworthy interface to the WhatsApp users to access though computer and maintain
the security.
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